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Introduction

The purpose of this procedure is to provide assistance to the faulty, staff and students of the School
of Pharmacy and Health Professions to ensure their use of University email is in support of the
teaching, research, and public service mission of the University, and the administrative
functions that support this mission. This procedure is in addition to the Creighton University
Fair, Responsible, and Acceptable Use Policy for Electronic Resources which can be found
at http://www?2.creighton.edu/fileadmin/user/president/docs/Guide.pdf.

General Email Guidelines

1. University electronic mail (email) services may be used for incidental personal
purposes provided that such use does not: (i) directly or indirectly interfere with the
University operation of computing facilities or electronic mail services; (ii) burden
the University with noticeable incremental cost; or (iii) interfere with the email
user’s employment or other obligations to the University

2. Use of email distribution lists in the Creighton University Global Address List for
commercial or private business purposes is prohibited.

3. Use of email distribution lists in the Creighton University Global Address List
for organized political activity or political solicitation other than to distribute
events sponsored by the University is prohibited.

4. Use of email distribution lists in the Creighton University Global Address List to
forward chain letters is prohibited. A chain letter is defined as an email message
that attempts to induce the recipient to forward an email on to two or more new
recipients.

5. Student organizations and academic classes send no more than three emails
per event for single day events.

6. Student organizations and academic classes send no more than two emails per
week for fundraising events extending beyond one day.

Email Containing Confidential Information

Confidential information is defined as any information that falls under the FERPA and HIPAA
regulations. Examples of emails containing confidential information include, but are not
limited to, emails containing (1) information related to student misconduct issues, (2) student
grades, (3) personal identification information, or (4) information related to patient health
information. If you are unsure if information in your email should be considered confidential, it
is always better to assume it is confidential and follow the guidelines listed below.

1. When sending email messages that contain confidential information you must include
the following confidentially statement at the beginning of your message.
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The information in this email is confidential. Access to this email by anyone other
than the intended addressee is unauthorized. If you are the intended recipient, this
confidential email correspondence may not be forwarded nor shared with anyone
without the express permission of the originator of the message. If you are not
the intended recipient of this message, any review, disclosure, copying,
distribution, retention, or any action taken or omitted to be taken in reliance on it
is prohibited. If you are not the intended recipient, please reply to or forward a copy
of this message to the sender and delete the message, any attachments, and any
copies thereof from your system.

Emails containing HIPAA and FERPA protected information are permitted only
when both the sender and receiver are members of Creighton’s workforce and the
email stays within the confines of Creighton’s local network. That is, both email
addresses must end with “@creighton.edu”.

SPAHP Email Etiquette
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Do not use email when you need to deliver bad news or discuss an emotionally
charged matter. Without the benefit of facial expressions, intonation, and body
language, hurt feelings could ensue and flame wars could erupt if you deliver bad
news electronically. A face-to-face or phone conversation should be considered.
Help your colleagues cope with email overload by not contributing to it. Think
carefully about who should receive your email message. Use the [Reply to All]
button sparingly and only for messages that are directly related to the group.

If email recipient is within easy walking distance, take the opportunity to get some
exercise and have a face-to-face discussion.

When sending an attachment, include a small email message describing the
attachment. Getting email with just an attachment and no explanation may indicate
the email contains a virus.

Put a relevant subject in the subject field. This is considered polite and gives the
receiver (who may receive many messages a day) a chance to organize their

email.

Don't mark things as urgent if they aren't, because then when you really do have an
urgent message it may not be treated in the way it deserves.

Be concise and to the point - some people receive hundreds of email messages a day.
Do not use vCards, they make every email appear as if it has an attachment.

End messages with “No reply needed’ when appropriate.

0. Adhere to the same standard of behavior online that you follow in a face-to-face

exchange. If you have had more than three back-and-forth exchanges it may be
time to get together and discuss the issue face-to-face or via the phone.

Email Management Strategies
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1. If spam is getting through, tweak your settings on your spam filter [Our spam
filter at CU is Postini].

Set up filters for incoming email.

Flag messages for follow up.

4. Set aside 2-3 times per day to read email.
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